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1* to comment and make reconnandstions on meraor ndiia from the British 
Chiefs of St: ff (RDC j/36, dried 5 Be camber 1949, enclosure to JCS 2074/1, 
dated 6 December 1949) on replacement of the present Combined Cipher machine 
(CCM)* 

TAStS mmSG OK THE PROBLEM AMD PISCPS510K 



St* See Saclosure "B“ 



3, It is concluded that! 

jl. the beet solution to the problem is the release to the United 
Kingdom of the principles of tho current FiCH* 

That complete interchange of cryptographic principles should not 
be approved, but that a limited agreement should bo proposed* 

Msmmmm 

4* It is recommended tfar.t the memorandum in Fn closure * 4 8 bo forwarded 
to the representatives of the British Chiefs of Staff* 
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#ie ft. t. $h£efs e£ Staff Hath considered the proposals made in 
3££3 1/38 of 6 December 1§4£ concerning the replaeeaeai if the present 
gomhined cipher machine (OOM). Che too requests contained in paragraph 
f of Wti %f 38 ere dismissed herein in turn. 

£» A* tf. S. fthiefs of Staff are now if the opinion that the 
precast ft. 8. Cipher machine, She MSB, should heeoae the combined 
Cipher machine, end melee a counter preposal to that effect. She 
% t. Chiefs of Staff are unable to accept Cay of the alternatives 
edhmltted in the Appendix to hOC 1/38 » (paragraph ?). She prin- 
ciples cf the present XCti are Considered by ft. S. technical experts 
to satisfy eospiat"' ely the security requirements for combined Com- 
ISKi cations, 

Ik, flth regard te Complete Interchange of cryptographic principle* 
m a reoiprooel hauls the S. Chiefs of Staff regret that they are 
Still unable te accept such a proposed., She f. S. Chiefs of Staff 
3&89&1 is# however that in certain fields such interchange is necessary. 
It is therefore proposed that interchange of cryptographic principles, 
m ft reciprocal basis, he confined te the following fields of 
MMffileationss 

(1) Teleprinter systems for passage of intelligence 

(g) Low echelon (Minor Mar toss els) telegraphic systems 

(S) Merchant Ships telegraphic systems 

(4) Metcro logical systems both telegraphic and teleprinter. 

(8) facsimile systems. 
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1. th# Tfclted J&sgdo* bat rejected * proposal «T Umi (fcolo sure #A* 

to 18$ &5T4, dated 15 October 1949} to eiopt the IS *«? eonbtued o«e. fhe tejsr 
reason for this rejection Iff tegresaed la tom* o f a reluctance fee undertake any 
adaptation Of the types because that egttipneat 1* scheduled to to replaced in 
ft to (s) year* tine. 

&. |b* Joint ^3mraai<»Uon*^3IX«otronia* Qo*aai|tto (JT0S0) hot ra-«ca»ined 

the probiea, particularly con taring It* deliberation* axotmd paragraph 7 of the 
Oppsndlx to <159 20?4/l which raise* three new pesotbUitioo for aonblued cipher 
Ooattaamicattott*, a* follow*! 

&. lb* ¥-mtor S.Q.K. 

Ifce 7-rot«r B.O.M. 

g. both tha f-rotor 8,0.*!. ted tho 7-rotor S.0.M. at different 
asstenioatlon lorols. 





■ i 



$m la discussing the pro him in the li<M of the new fnets presented, the 
MUM ha* ruled out ell three (3} of the posslbllltis* listed is. paragraph 2 above 
ted of aeooeeity ha* returned to the original proposal of the Whited Ilagdon 
regarding release to then of the tesla principles of the JtfK, She JOBC agreed to 
the following statenent* of the Mvastago* of the ose of the SQM la future combined 
OdjOtenicationst 

&. ihe 10H it immediately atmUahlo for 7.9. Me, end without cost* 

^ tn the treat of te Oaergency Before Ihe {felted flugdoa could ho 
in. sufficient production to supply their om needs, the v.f, oould Issue a 
Halted anaher of 3CK*a, again without oo«t, for high eosnaad US*. 

&> fhe 7,8. now ho* available for It* own use cipher machines of 
gffator oocurlty than Ihe 88. forthamore, developments under w ay ot the 
ffesent tine offer posslhllittoo of additionally improving that security, ffene. 
Issue of the bob would not he a antler of releasing the test 7.8. xpteine to 
ether nations. 
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4* The w*aanie*fciowi intelligence arguments previously fidraneed 
against the Issue of the BSM are even more valid against any of the latest 
P^o'|0a«l« of the United Xiagdom* fbs 7-rotor BOX if ft least f# resistant 
to eryptojpqphie analysis as is the present SSX| the 7-rotor £GX is sore so* 
the 0* 9 * Coiaatinicatioas Intelligence »e position so old suffer less egsiast the 
%m thin against tbsss alternatives# 

ko Disadvantages of acceptance of the proposals for a 7-rotor BCX or a 
7-rotor SOX are as follows* 

£* Beitfaer is available# 

. Jt# Production Costs for msehiaee for 8* S. use sill be considerable 
md the tins delay at least three (3) ye are before full seals use » uld bo 
possible* 

|* The second part of the United Kingdom r t proposal to effect complete 
Interchange of cryptographic principles in a reciprocal basis is still considered 
unacceptable* Soiwver* certain limited interchange is necessary end advisable* 
Specific item* requiring exchange cf principles Sr* listed in paragraph $ of the 
enclosure to 40$ 2Q7hA* 

4* This study has been coordinated it th the Armed Forces Security Agency 

Oouaciir (Am&O)* 
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